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Who Is Aruba?

Leading provider of
secure mobility
for the enterprise

HQ: Sunnyvale, CA 2K Staff

Industry’s most secure

WLAN
~ $700M in
annual revenue
Since 2002
Leader in B
Gartner MQ 30K+ Customers
9 years
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Recognized as an Industry Leader
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Leader in Wired & Wireless LAN Magic Quadrant
2015

Mewlett Packard Enterprise |Aruba Networks)
Huzwes ‘

Dol This Magic Quadrant graphic was published by Gartner Inc. as part of a
Ruckos Weeless ollt larger research note and should be evaluated in the context of the entire
" Netwack report. The Gartner report is available upon request from HP. Gartner
AL o does not endorse any vendor, product or service depicted in its research
0 'u‘»‘-‘ ‘ Extreere Netmorcs publications, and does not advise technology users to select only those
vendors with the highest ratings. Gartner research publications consist of
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The Tide Has Shifted: Gartner Critical Capabilities

UNIFIED WIRED +

WIRELESS

1. CISCO

2. ARUBA

3. HP
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1. ARUBA 4.27

2. HIVE CRZ

3.CISCO 3.59

4. EXTR  3.29
5. AVAYA

5. HP

3.26

3.26

1. ARUBA 3.93

. HP 3.66
4. EXTR  3.59
5. HIVE 3.56
6. AVAYA 3.49

1. ARUBA 4.26

. HIVE 3.81

3.CISCO 3.66

4. EXTR  3.35

5. AVAYA 3.31

5. HP CRCH

1. ARUBA 4.03

2. XIRRUS 3.91

3. HIVE 3.89

4. CISCO 3.81

5.EXTR  3.56

6. AVAYA 3.52
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Trusted by Enterprises Worldwide

Technology

% Microsoft

& @

amazoncom

MtGlll

.Yale ' g RO '_._ \[E

58 UNIVERSITY OF
» CAMBRIDGE

Spring *
I Br ﬁn{_h

Bapartrsn 51
Reducetion

I B I Calgary Board of Education

e ol

Jush am
VALERO KNPC ((_
HALLIBURTON

Oil & Gas

dngoul gSol]
o |HESS

CONFIDENTIAL ¢

Social & New Media
GOLJSIC Linkedﬁﬂ

YAHOO!

Government

Public Transit

BAA Vi

The World's Leading Alrpart Company

Mm _ EnsSrE

ORLANDO
INTERNATIONAL
IRPORT

BRISTOL
INTERNATIONAL
Gnannzhou Melro

Manufacturing
W’/ 7 —ui

W [HJ CHINASTEEL

Q

2
SONY '9_09'

Finance Media & Ent,
AMERICAN| gﬂmmaﬂ Elll‘ New Lnrk ¢unes T[ ME“
EXBRESS achs pow
MACOUARIE
charles SCHWAB ﬁ( Vanguard' EB. NBC

W BARCLAYS proGressive

Healthcare

PRSTEN - Wak

The Ottawa
Hospital

Public Venues

Ulsneyland @

UNITEDCENTER

AR

SYDNEY CRICKET GROUND
— AUSSIE STADIUM —

Tokyo

'}l IARP.

@Mw MEDICINE

Work Chass Car_Anytinw, Anywlerr

& DELTA DENTAL’

P 2 X AR

Retail
(9 =

that was easys Garrefour
\/_ .
Verizonvireless

Services

ceMed i3

MORRISON | FOERSTER

Hospitality
% \*!\' NETTAN %
The Ritz-Carlton® JU me\I ra h at_&t
T Mebey! S g

MARINA BAY Sands.
SINGAPORE

Bell

wwwwwwww


http://www.verizonwireless.com/b2c/index.html
http://www.verizonwireless.com/b2c/index.html
http://www.sydneycricketground.com.au/default.aspx
http://www.sydneycricketground.com.au/default.aspx
http://www.halliburton.com/pps
http://www.halliburton.com/pps
http://navymedicine.med.navy.mil/
http://navymedicine.med.navy.mil/
http://images.google.com/imgres?imgurl=http://www.hinterglemm-events.at/images/CA Logo.jpg&imgrefurl=http://www.hinterglemm-events.at/Saalbach_Event_en/Veranstaltungen_en.htm&usg=__dAjp_dRi7mqCuameUvbOAV6Uxlw=&h=1350&w=1800&sz=99&hl=en&start=2&um=1&tbnid=o0M3dweuFKCGOM:&tbnh=113&tbnw=150&prev=/images?q=computer+associates+logo&hl=en&rlz=1I7GGLL_en&sa=X&um=1
http://images.google.com/imgres?imgurl=http://www.hinterglemm-events.at/images/CA Logo.jpg&imgrefurl=http://www.hinterglemm-events.at/Saalbach_Event_en/Veranstaltungen_en.htm&usg=__dAjp_dRi7mqCuameUvbOAV6Uxlw=&h=1350&w=1800&sz=99&hl=en&start=2&um=1&tbnid=o0M3dweuFKCGOM:&tbnh=113&tbnw=150&prev=/images?q=computer+associates+logo&hl=en&rlz=1I7GGLL_en&sa=X&um=1
http://images.google.com/imgres?imgurl=http://pulm.bumc.bu.edu/MouthDB/images/BMC_logo.gif&imgrefurl=http://pulm.bumc.bu.edu/MouthDB/links.html&usg=__A23fE8WykGG4fmYZrLCMZaR3Cu8=&h=75&w=164&sz=2&hl=en&start=3&um=1&tbnid=jdarXZgguYcGLM:&tbnh=45&tbnw=98&prev=/images?q=boston+medical+center+logo&hl=en&rlz=1T4GGLL_enUS319US319&sa=N&um=1
http://images.google.com/imgres?imgurl=http://pulm.bumc.bu.edu/MouthDB/images/BMC_logo.gif&imgrefurl=http://pulm.bumc.bu.edu/MouthDB/links.html&usg=__A23fE8WykGG4fmYZrLCMZaR3Cu8=&h=75&w=164&sz=2&hl=en&start=3&um=1&tbnid=jdarXZgguYcGLM:&tbnh=45&tbnw=98&prev=/images?q=boston+medical+center+logo&hl=en&rlz=1T4GGLL_enUS319US319&sa=N&um=1




Before #GenMobile In 2005
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#GenMobile in 2013-2015
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South East Asia
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GenMobile# Expectations/Pains

New app Wi-Fi Frequent
for every at every device
new task pause refresh

Poor User Manual
-ID Experience Configuration

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved aruvba
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#GenMobile Imperative: All-Wireless Campus

i

STABLE AIR

Wi-Fi that doesn’t slow down
as many people connect

SECURE AIR

Secure resources when personal
devices and guests connect

Easy to setup and manage.
Easy BYOD & Guest access.

Provide Visibility to WLAN.

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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Benefits of Aruba Instant

/\5\ Site S Integrated
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CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rightsreservea

P
\'! " Zero Touch
Activation

wwwwwwww



Benefits of a Mobility Controller
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Benefits of a Mobility Controller

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved aruvba
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A Hybrid “Site Survivable” Campus
Vo === N2

Master CTntroller Applications

Qnet/WAN

le

i’
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Flexible Architecture

Mobility Controllers
Complex VLAN topologies
Centralized encryption
Better DPI, L3 mobility
Bandwidth limits by user role

CONTROLLERLESS

Aruba Instant Enterprise
Ideal for small campuses
Many individual remote sites
No on-site IT expertise
Minimal onsite HW and cost

CONFIDENTIAL

© Copyright 2011. Aruba Networks, Inc.
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All rights reserve
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AcCcess
Points

Outdoor Access Points

270 Series
First & only
enterprise-

- grade 1lac
Indoor Access Points
320 Series
Highest Density
Dual uplink, 2.5 Gpbs
220 Series

High Density/Perf.
Dual uplink, 1.7 Gpbs

210 Series
Carpeted space
1.7 Gbps

200 Series
Lower density
1 Gbhps

Hospitality Access Points

|

205H AP-103H
3 ports 2 ports
802.11ac 802.11n

Remote APs
RAP-3
3 ports
RAP-109
4 ports

205H
3 ports
802.11ac

RAP-155
4 ports



802.11ac AP portfolio selection

Model

200
SENES

210
SENES

220
SENES

320
SEHES

270
SENES

Location

Indoor

Indoor

Indoor

Indoor

Outdoor

Performance

Moderate

High

High

Highest

High

Density

Moderate
(50 active)

Moderate
(75 active)

High
(125+ active)

Highest
(150+ active)

High
(125+ active)

Vertical

K-12
Retail

Carpeted space

Lecture Halls
Venues
Warehouses

Lecture Halls
Venues

Outdoor



High-level Product Summary

Lowest cost dual radio 2x2 11n hospitality APs for low-density p— ,
deployments I
Up to 32 concurrent clients e r . |
14!_1 4
Entry-level Hospitality variant of AP-103 'mﬁﬂﬁil"ﬁ'ﬁ
)

g,

Part numbers:

AP-103H: Entry-level dual-radio 2x2 802.11n hospitality AP, integrated antennas,
2 local network ports, passive Pass-Through port.

No Instant variant

Dual radio, 802.11n 2x2:2 (300Mbps max at HT40)
All the standard radio features: SDM, CSD, STBC, MRC, LDPC
Advanced Cellular Coexistence (ACC)

Platform:
QCA chipset: AR9344 SoC (“Wasp” ) + AR9582 2nd radio (“Peacock”)
64MB SDRAM, 16MB FLASH

Wired interfaces:
1x Gb Ethernet (uplink), console port (pin header), DC power, reset butt: Minimum SW versions
2x Fast Ethernet (local), one pair passive RJ45 Pass-through ports AOS: 6.4.1

Power:
CONFIDENTIAL © Copyright 2015. Aldta @ik, #af Af s RMédnax peak aruvba
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Introducing the Aruba 205H

High performance dual radio 2x2 11ac Hospitality/Branch AP
Base platform identical to AP-205, with all typical features (including ACC)
Integrated “somewhat directional” antennas

Intended for vertical (wall/desk) orientation (only)
Three active GbE local ports. One can supply POE-PSE (when DC or 802.3at powered

Set of RJ45 pass-through ports (back to bottom)
USB host interface (5W), DC power (48V), reset button, LEDs (2x: system, PSE), consc

Both controller based and Instant product variants

Size (wall mounted, with plate): 86mm (w) x 150mm (h) x 40mm (d)
Slightly higher and deeper than AP-103H

Software: AOS 6.4.3.0, Instant version 4.2.0.0
Orderable: now for AOS, March pricelist for Instant
Shipping: late March for AOS, April for Instant

Remember: always check compliance website for the latest local
certification status

o\ \l\\ \‘\:
) \\\\ AN

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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Product Use-Cases and Positioning

Hospitality — Wall Branch — Desk
High-end alternative to AP-103H Needs optional kit for this
llac, PSE, USB, GbE ports, etc. AP-205H-MNTR
Instant option 11ac dual radio RAP option
Limited impact on existing 802.11ac alternative to RAP-
~roducts 109 -
\\\\\\\
3

arvbo

Sy L (][
: i
&' Gl Ey—
[l &

-

LLLLLLLL
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270 Series & 228 Hardened AP Portfolio

AP-275 (K2) AP-274 (K2) AP-277 (Pumori) el AN
Integrated Omnis Connectorized Integ. Directional
Dual Radio 11ac 3x3:3SS Dual Radio 11ac 3x3:3SS Dual Radio 11ac 3x3:3SS
AP228 (Wutai)

6 x RPSMA

Dual Radio 11ac 3x3:3SS

L=} L} =
3

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved aruvba
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AP-270 Series APs

AP-274

FEATURES BENEFITS

Stealth radio that blends with
street furniture

Next Generation Outdoor
Now!

e Smallest Total Volume

 Dual 11ac 3x3:3

« Simplified installation

Reduced Training
Fewer Man Hours

» Operates with:
* Aruba Mobility Controllers
* Aruba Instant

~+ PBuild to meet end user needs

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. AN:KSNS reserved
\ /"\j
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AP-270 Series

Antenna Gain: 5 dBi
2G: 3x3:3 11ac (2.4 GHz)
5G: 3x3:3 11ac (5.15to 5.875 GHz)
11ac Beamforming
Conducted Tx Power
2G: 23 dBm per branch (27.7
aggregate)
MAX EIRP = 36 dBi
5G: 23 dBm per branch (27.7
aggregate)
MAX EIRP = 36 dBi
Power Interface: AC and 802.3at (POE+)
Power Consumption: 25 W - .
WAN + LAN Port 7

Advanced Cellular Coexistence | ‘/ , a
IP66 and IP67 | “)(

-40° to +65°C e
No Heater. Start and operate. ' H

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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AP-275

Y

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved




AP-277 802.11ac Outdoor Campus AP

Outdoor 3x3 802.11ac
Industrial temperature rated. -40 to + 60°C.

Dual radio:
802.11ac 3x3:3 HT40 2.4GHz(450Mbps)
Supports Turbo QAM and 802.11ac beamforming

11n compatible
802.11ac 3x3:3 VHT80 5GHz(1.3Gbps)
Aggregate TCP platform throughput performance >1Gby
|

Antennas
6 Integrated Directional elements 6.5 dBi

Wired interfaces
Network: 2x 10/100/1000Base-T Ethernet
USB 2.0 host interface, console port,

wwwwwwww

Power
Powered by 110/220V AC or 802.3at power

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved



AP-277: Campus Access / Outdoor Retall

Clean front face
* Non descript so will blend in to the environment
« Small compared to other solutions

AP-ANT-38

%) 7.5

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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AP-228 Extended Temp Indoor AP

Weather protected extended temperature 3x3 802.11ac
— Industrial temperature rated. -40 to + 60°C.

,,,,,,,,,,

)
. - —
Dual radio: . —
— 802.11ac 3x3:3 HT40 2.4GHz(450Mbps) " =
Supports Turbo QAM and 802.11ac beamforming :
11n compatible —
— 802.11ac 3x3:3 VHT80 5GHz(1.3Gbps) —
Aggregate TCP platform throughput performance >1Gbps 5 o —
L] L R p—
Antennas ' =
— 6 RPSMA connector °® ||”|”||° —
. . - —
Wired interfaces ® Remamn ¢ c—
— Network: 2x 10/100/1000Base-T Ethernet ‘E e lgﬂ‘ E 2 = Ll Lt
— USB 2.0 host interface, console port, Lo },ii@" of :
5:5!;§E O ‘\U\Y“\“H“H —
Power Al “\“‘m'
— Powered by 802.3at power ® ® w
L ——

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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Why AP-228

49er’s stadium
— Every other place in the world is too hot or too cold for the 225
— Need a connectorized unit for high gain LPV antennas

Some customers still want
an enclosure solution

— Vandalism and physical
security of the AP

It is a simple product
extension from AP-270

series , <
o aruba 0
Ty b
ol A\ -

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved
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Product Installation Options

Wall-mounting

a
[y
v e

Ceiling-mounting

wwwwwwww
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Reading the Waves — 802.11ac

Wave 2
5GHz




Multi-User MIMO on the 320 series

4x4:3SS F
I\/IU-I\/IIMO' <

3 stream multi-user
| ey MIMO

== 600 Mbps total
capacity :




Aruba 320 series with 802.11ac Wave 2

IAP/AP-325 IAP/AP-324

MU-MIMO simultaneously up to 3 clients

Aruba ClientMatch® with MU-MIMO
grouping

4SS for up to 1.7 Gbps with 80MHz
channels

- Integrated BLE and dual GbE uplink

% Arubaos 6.4.4/ InstaiiOSﬁ‘ =



Multi-User MIMO aware ClientMatch®

e——————
Up to 42% boost over

competitive solutions

nnnnnnnn

o N e Critical in early
: ’ days of Wave 2

B ClientMatch



Wave 2 milestones

2016-17 2015+
2015 End Points 2 5GbE
Infrastructure ( ) N-Base-T or

MG-Base-T ?




Wired backhaul for 802.11ac

2.5 Ghps

Limited number of the initial ,‘
Wave 2 deployments

1 Gbps

Available today
with PoE+

Competing
standards




Access network infrastructure in the campus

Setaesesssas
Dual 1Gbps frrrrrerorsvs:
YIVTIR v ve D . |
Stakia ddaaas saasa

hahdh sl T

..........

Visibility & management
with AirWave / IMC

200 series
11ac Wave 1

2.5Gbps with
SINEIREIE]

Policy management with
300 series HRS400R g8 ClearPass

11ac Wave 2



Modular switches

—-ﬁ'i

et

1 ke S P PP
1al ! 10504 10508 10508V 10512

% g ' y s * 4 8 and 12-slot chassis

)

7503 7502/3 7506 7506V 7510 * 40 GbE capable (up to 96
ports)
2 * 2, 3, 6 and 10-slot chassis + 100 GbE Ready
5406/5412 R * 40 GbE Capable * 576 10 GbE or 1 GbE pOI’tS

) * 84 10 GDbE ports, 480 1 GbE ports « Full L3 features & IPv6/MPLS
* 6 and 12- slot compact chassis « High-density PoE+ « IRF stacking

* Redundant management and « Full L3 features & IPv6/MPLS .« UWW
power for modules « IRF stacking

* 96 10 GbE ports, 288 1 GbE « UWW
ports

+ 288 ports full POE+ capable
* Full L3 features
* SDN OpenFlow 1.3

* Limited Lifetime Warranty 2.0
SMB and Branch Core Enterprise access Campus Core




Fixed port switches

= iy

5500 HI

: — *Layer 3 Advanced
5500 E| «Layer 3 * 24 or 48 ports
e = Advanced 24 or *Enhanced
: s 5130 El 3500 +Layer 3 48 ports MPLS/VPLS
fr— 2920/2915 . 3 with static * Laver 3 Advanced 24 or .| ow-latency support
- - Layer 3 with EyE SR I 48 ports «Highly resilient *Dual Redundant
: : & RIP routing * Redundant h PS
Si— static & RIP .24 0r48 ports  ° 24 0r 48 ports o Mes
‘ HESEET i Gig *Modular 10 GbE [ ;efjhn(gog¥ .::RFd d modul
o ; . * Fix
2620/2615 . Layer 3 8,_ 24, 48 ports « POE+ models uplink * OpenFlow poewgp o 1ogb:2plmck)su !
: Advanced with !9 -4 fixed 10 GbE *Redundant power
+ Layer 3 with ) « POE+ models - « OpenFlow *Replaceable * OpenFlow
; mcast routing . uplinks p
eLayer 2 static & RIP DT or A e « Stacking - Redundant fans
*8, 24 or 48 ports  routing . 10/22)0 POTIS . Redundant power * OpenFlow
. *8, 24 or 48 ports .
'iglé%%& 1|iG|l<J C llonoo | tPoEvmodels [ cassis (R
*PoE+ L * POE+ models lss upﬁnlLJSar § Rkenfiow 1.3
«sFlow, ACLs, * Redundant + OpenFlow
IPV6 power

*Fanless & *GbE uplinks

compact models

SMB & Branch Core Enterprise
access



Campus Controller Portfolio Snapshot

CAMPUS
7240
S
1024 CAP/1024 RAP Piers
2 24K Users P
S 7210 40 Gbps Firewall

512 CAP/512 RAP
16K Users

BRANCH /

8K Users
12 Gbps Firewall

64 APs
4K Users
7010 8 Gbps Firewall

32 APs
B o users
12 POE Ports 7024
4 Gbps Firewall
7005 P 32 APs
- 2K Users
L) 24 POE Ports

1K US_EI'S 4 Gbps Firewall

Performance

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved aruvba
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Controller Portfolio

BRANCH CAMPUS

5|
)00 1 1 e 2 ] PSS |

7030 TP e | - — 7240
64 APs 7024 - 2048 APs
4K Users " 32APs 7220 32K Users
8Gbps FW 2K Users 1024 APs 40Gbps FW
24 POE 24K Users
Ports 40Gbps FW
4Gbps FW

7010

- NE 7210
32 APs 512 APs
2K Users 120,0(\):3 v 7205 16K Users
12 POE il 256 APs 20 Gbps
ek SEers 8K Users
orts 2Gbps FW FW
4Gbps FW 12 Gbps

CONFIDENTIAL © Copyright 2015. Aruba Networks, Inc. All rights reserved aruvba
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Central

Cloud-based
Instant APs and switches
Zero-touch provisioning
Guest access
WIDS reports

Network management

AirWave

On-prem
Aruba and 3rd party APs
Aruba and 3 party switches
Visual RF, WIDS Reports
App + network visibility

IMC

On-prem

Campus core and data
center

Support for 220
manufacturers

Automation and

E |uths




ment flexibility for WLANS

Same A
Hardware

CONTROLLER INSTANT B INSTANT




Cloud-based Aruba Central

Public cloud subscription One interface

Multiple sites
Multiple clusters in a single site

Enterprise management

Remote monitoring and troubleshooting
Central configuration and firmware management

Compliance records and historical data
True zero touch provisioning

Comprehensive e-Support
and community



Aruba Central with guest access management

Splash Page Profile

* Your Name:
* Emall Address:

* Confirm:
| accept the terms of use




On-prem network management with AirwWave

 ANY NETWORK -
Optimize
Dewces Troubleshoot
Resolve
W|red Secure

Report / Comply

MULTI-VENDOR USER EXPERIENCE VISUAL RF




20/100 visibility
Infrastructure health

Clients APs

To Client/From Client

TO CLIENT
Frames Dro
FRAMES TYPES

FR

T
.

Client Health (%) Channel Quality (%)

PERCENT ~ PERCENT =



20/40 visibility
App awareness

Call Quality Trend Distribution APs =] Quality Correlations Trend Connectivity Health

Call Volume




20/20 visibility
Mobility experience
management (Q4'CXE

APs - Synthetic

AP NAME ASSOC. ~ AUTHENT. ~ DHCP FAILURE ~ TEST PG. FAILURE ~ LAN/WAN ~ PING USER ~ CUSTOM PG. ~

Plng User _ Max = Trend chart

TEST1 PASSED (%) ~ LATENCY (MS) ~

Authen

<150
DHCP

DNS




Management options

Management as a Service

DERL oY e No Hardware, No Software Qusite
One cluster of Instant APs, Aruba Switches Insta_nt &CS, Ar_ubaOS APSf’ Aluba
MANAGEMENT : : , Switches, Third-Party Wired &
Instant APs Multiple Sites, Multiple Clusters .
Wireless
ADVANCE Simple Guest Wi-Fi Guest/Visitor Management VisualRF, Advanced Reporting, Alerts
CAPABILITIES P (Auth options & Customization) & Customizations
. . Perpetual S/W License per AP/Switch
PRICING Free Subscrgfionlper AP/SwWITC IS + Recurring Annual Maintenance +

Tech Support Included

HW (optional)




Aruba Central for HP wired Roadmap

Integrated, simple wired and wireless
Zero-touch provisioning
Integrated access control
Unified alerts, reporting &
troubleshooting



STABLE AIR P B
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More APs Don’t Always Help

i
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Pate
8,401,

Device Type Summary

O ¥indows 7 56.4%
W Apple 1Phone 17.8%
Qother 12.%
0 Androird 7R
0 Apple Apple TV 5.8
Reasons for Steer Summary
O STICKY CLIENT 86. 1%
8 unknown 11.4
[ BAND STEER 2.0

Device Type
Windows 7

Apple iPhone
Android

Apple Apple TV
Apple Mac

ASUS Nexus 7
Mctorola MBSES
Samsung SCGH-T953
Samsung Android Messenger;
Windows XP
Samsung SGH-1747
Appe Pac

12 Device Types

57
18

o

e e NN N WO

101

Reasons for Steer Number of Steers

STICKY_CLIENT 7
- 12
BAND_STEER 2

3 Reasons for Steers 101

% of Total
56.00
17.00

=
/e

4.00
2.00
1.00
1.00
1.00
0.00
0.00
0.00
0.00
100.00%

0% of Total

£6.00
11.00
1.00
100.00%

ty
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ClientMatch in Action
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SECURE AIR

Personal devices & apps aren’t secure
and create security issues




Secure Air: ldentity based Security

Mobility Controller

AAA
Infrastructure

i Access Point Staff %\ Unique Rights,

\ QoS, VLAN
[ Virtual AP 1 AL
a \ SSID: Company /
N e VolP Device
Students
2
"ﬁ?: Contractor
T Virtual AP2 Y,
. SSID: GUEST ,’
Voice K Guest user
w k z Captive
Portal
Contractors _
3 v
G Default DHCP
VLAN
Guest

Router
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Secure Air: App Visibility and Enforcement

Visibility and control Integrated Next-Gen Orchestrate QoS
of over 1,500s apps Mobility Firewall with DPI & troubleshooting

|
%\
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AppRF 2.0

MOBILITY CONTROLLER | Aruba3aoo-us
lonitoring ~ Configuration  Diagnostics =~ Maintenance Plan &

Application Groups Chart  Table

All Application Groups

Applications Chart Table

Incorporates Protocol-Aware Deep Packet
Inspection technology

Uses advanced techniques for application ID
Over 1500 Applications

Operates at user role level to provide automated
application control

Block application or categories of apps
QoS application at L2 or L3
Bandwidth contracts for applications

New Category Dashboard element

Shows apps by category such as Peer-to-Peer,
Streaming video

Graphically based application blocking work flow

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved
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Role-Based Security App Policy Control

Multiple classes of users on same
infrastructure easily separated

Access On- Mobility Controller
f SR
|\_ Access Point r Staff FW g QoS App \ _-

SSID: Company )
Jt vorP oEs . LT
\ , ;

AD

i _
"< Access Point b BYOD Device FW 2 QoSs  App \

SSID: GUEST N hem

IIIII
i

A

b Contractor FW = QoS App - -
= p.
"W $2500/3500 EE— ’
Wired Ports r Guest FW @ QoS App
y, \
11 5
],L]'_f}L : i
l;}ffj J ] e i
' / Security Services
Anti-Virus, IPS, URL
Role-based Access Control Filtering
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Web Content Filtering

» Shows web browsing breakdown by categories and risks
Use web categories and risks in AppRF policy making

» Block, QoS, Bandwidth limit, mirror, log web content just like IP
addresses and applications

 Allows blocking of sites that present a security risk to end
users

Apphr
¢ Web Content (62% of all traffic)

Total Wob content Traffic: 50 Mbps L - et o

Categories by Reputation [} (i) (7] Defank Categores v
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SIMPLE AIR
Easy to Setup and manage BYOD.

Guest management make easy. ‘




Securing
GenMobile

\ re their work and personal
ices with others regularly

of workers admit to having I«
data due to the misuse of a \
mobile device

The age bracket with the highest
propensity of data and identity
theft are employees between

25-3428



Safeguarding Network Access with ClearPass

8M authentications per day
at Ohio State University

100K onboarded devices
at a top 10 bank

1M devices per year
at University of Washington




The ClearPass Platform

Expandable Applications

A - ¢ X o §

Onboard

P NS
X e® .,

ClearPass

Baseline Hardware or VM Appliances
| Remote Location I




Automated Onboarding of Personal Devices

Authentication With Unique Device Certificates

© 2 ©

User’s device detected Settings & certificate configured Automatically places user
& redirected to portal after credentials entered on proper network segment
il ATST 30 107 PM 0%
Evver tho passwond for ! Nortiweslen
i Enter Password

Password

BYOD Provisioning Portal

* Easy ,:> Secure|:>- Flexible

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved 68 QrUbO

NNNNNNNN




Extending MDM with Network Policy

A DEVICE AND APP JE
- MANAGEMENT ~

o
NETWORK ACCESS "?Q |

Access
User/Device enforcement
roles (Deny/Allow)

Context-
based policy
Jailbrgak ClearPass
detection blackllst MDM
Connector
Push/ .
provision  Device ClearPass Policy Manageg
apps wipe &
control

MDM Partners

%%
@ Mobilelron  MaaS360°

Policies based

on Device
: Agentless
attributes ;
° ) (Jailbreak i %Ogrfc')”g)
. h CITRIX Checks for status, etc.)
profiles Access App Auto
a|rwatc y visibility Sign-On

S OT | soft\J/@anPg
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Sponsor-Based Guest Wi-Fi

Problem: Getting Wi-Fi access for campus
visitors is difficult & time consuming

« Sponsor self-registers
& validates guests
without calling
Helpdesk

« Username & password
automatically delivered
via SMS or e-mail

 University branded and

personalized captive
portal to each guest

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved
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Automated Guest Onboarding

New Visitor ClearPass Policy Manager

Access Network

w0

Sponsor’s Name:  admin
. [ T T — Full Name: Jon Smith

79
)

Wl

Phone Number: 4085051018

" s o, i Company, Neme:
* Prone omaer; ‘OTIISI Account Username: ‘ jsmithg
" Compuny: AT ‘) Expiration Time: Friday, 07 October 2011, 02:33 AM
= -

- Sponsor
Account enabled,

visitor notified via
screen, SMS, or emall

Visitor Registers

Guest Registration Confirmation

for access, email —————
sent to sponsor Somrs i
onsos Sponsor prompted
: to confirm that
) L guest is valid

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved aruvba
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Sponsor-Based Guest Wi-Fi

CAL POLY

SAMN LUIS OBISPO

CAL POI.Y

Custom experience in Optimized for any
stadium and on campus mobile device

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved
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Translating access policy to enforcement

Aruba ClearPass

HP Network Protector

nnnnnnnnnnn

paloalto

Best of breed
security systems

Unified policy
enforcement




ClearPass for multi-vendor wired infrastructure

kA - >
Sakda veasyveina |

wmﬂﬁﬁiﬁﬁl{.{ag;]n l

Existing deployments of
HP switch ports

Device profiling 3 e |
Onboard .
Wired NAC SN

Guest access Existing deployments of

Trends & insights Cisco switch ports



ClearPass Exchange program

F::RTINET @) Mobilelron

Check Eoirt

ArcSight<C

An HP Cnmpan;

splunk
Juniper
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Smart Air: Client Visibility

Floor plan with AP/Client relation link.

~ | Network > poc-lab > poc-lab > Floor1| Map List

+ | 1 |

| (=]
0"\% hy =) -

— | o
I POC-Analytics-APS | M | PoC-Analytics-APS I / (=4
—— o

y 1
= <=~v.r«.- IE‘ S
I Q-
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Smart Air: Client Health Visibility

Health (%)

Simplified Searching

By user/device name, IP or MAC
address

Displays relevant devices matching
search criteria

Client health overlay

Helps identify if the problem o

is with the client or RF environment ||

RF Performance mmome

Display the clients with low client " -
health e ;‘,"’ S
Proactively monitor client / RF -

|Ssues Distribution of 602 Clients

By Operating System

Watched client / VIP

perspective ‘.
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Application Overlay

*AppRF overlay for clients

sldentifies clients contributing to the selected Application.

*Thresholds for showing red (high), orange and red usage for clients contributing to that
application

Overlays

v AppRf >
Top Ten Apps

1. web {296 MB)
2, box (20.5 MB)

3. facebook (19,7 MB) o ° ]
4 dropbox (11MB) | 0 STTTITEEEIE { ’M
5. twitter (7,24 MB) I o

v 6, youtube (4.62 MB)
7. sys-svc-dns (1.06 MB) o] PR35 0 DRSS U - E]
8. google drive (812 KE) [ o ¥

9. svecsips (614 KB)

10, sys-svc-msrpc-udp (...
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Smart Air: Unified Communications

t-poc-amp-ns

e

Interactive UC
dashboard for
wireless LANs
With AirWave 8
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Say Goodbye to the Desk Phone

Jill Frank
o1

Peter Saddow S:57TPM
Hi Jobn q
| s 557PM
! Hi
i

558 PM
Did Gareth comment on the document? q

John Evans
No, I'l send it to him now
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Making Wi-Fi and
Bluetooth Work Together

CS and Presence Real-Time Location

Centric User Centric

© Copyright 2014. Aruba Networks, Inc. All rights reserved #airheadsconf



Enabling engagement
like never before

Use Wi-FI analytics
to fuel decision making

Increase loyalty with
personalized digital ads
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Unlocking the Value

Of NetWOl’k Context ArubaALE

=

C h ,Q’ S ¥ euck

Commumcate everywhere — COMPREMENIVE N-STORE ANALYTICS

323 Aislelabs 72X ShopperTrak




Location Redefining
Our Experiences

251 feet

Turn Right

~~~~~




Meridian App Platform
and AppMaker

© Copyright 2014. Aruba Networks, Inc. All rights reserved

Teahouse

The Teahouse in the Tower of Cosmic
Reflections at Lan Su Chinese Garden offers
visitors the ability to sit, relax, and enjoy tea
while gazing into the Garden

Operated by , alocal
company that promotes the art and culture of
tea, the Teahouse brings together the beauty
and symbolism of the Garden with Chinese

tea culture.

Tea presentations are in classical styles with
snacks and sweets offered as compliments.

b
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Meridian Software Development Kits (SDKSs)

BluDot Kit Nav Kit Zone Kit

Directions

r' 26 feet

Turn Right




Aruba Beacons with
Bluetooth Low Energy (BLE)

Enterprise-grade and
simple to deploy

Battery life of 1.5 to 2 years
or USB powered

Compatible with Excellent accuracy
iBeacon API ] (<1m) for location
e Bluetooth et
: \ ~ Low latency (<2sec)
Pr r privacy 7 — .. Y
OteCtSHe - : +« for notifications
- 4



Lo e 3
= Mapping and"
s Indoeerwayfinding
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®0ecO BELL T 6:30 PM 7 3 82% WD

< Levi's” 501° Club

110 feet

" Turn Right
() meridian Lerssadun 2 editor

Stadium - 3: Main Con

Next Event
1Days



Glowing blue dot indoors
with Aruba Location Beacons

Beacons are always User downloads the app App calculates the real-
chirping at the same and permits the use of time location of the
power strength location mobile device




Proximity-based mobile O
notifications

00000 VIRGIN T s 82% .

3:40

Tuesday, May 27

B Ralph’s Retail Store ...
Welcome to Shoes!
Save 30% on all Nikes today.

slide 10 view

© Copyright 2014. Aruba Networks, Inc. All rights reserved #airheadsconf



Push notifications indoors
with Aruba Proximity Beacons

Proximity beacon Mobile app wakes up Meridian tells the app
Is chirping at and notifies the to display a local
varying strengths Meridian cloud push notification

© Copyright 2014. Aruba Networks, Inc. All rights reserved
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Rl 01 vith end-to-end

9EACON management

|||||||||||||||||||||||||||||||||||

T 40 feet
Slight Left

. ¥ I,’ #

Tram to Main, 1-29 R
457
4

3

A
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" Bat S/ OV ered .
Aruba Beacons i
i
T

¢) meridian

L 2

USB
Aruba Beacons




Comprehensive
management tools

Beacons Mobile App
Update indoor map and
measure accuracy

Meridian Cloud —%
Monitor beacon status,
battery power level,
and update flrmWarﬁ‘




How does Aruba Wi-Fi
help manage Aruba Beacons?

Aruba Beacon details
Aruba USB Beacon AP communicates with are monitored and
plugs into an Aruba battery-powered beacons modified within the
Wi-Fi access point and Meridian cloud Meridian cloud







Personalized digital signages, per location

A
—

Engagement
App

l

Digital Sign

¢) meridian : Business

S— Intelligence System
Aruba Beacons



Automated controls to secure BYOD

IT Systems

PAY Mobilelron
) Your iPad has been quarantined based on jailbreak being detected

= vmware*

@ Mobilelron CiTRIX

Aruba ClearPass

Compromise
d Device




Automated meeting room attendance and booking

Aruba WLAN

Robin

¢) meridian

Aruba ClearPass

Aruba Beacons



DRM and geofencing for sensitive data

itlore LA ClearPass

Policy

¢) meridian |

Mobile'Device
Management



Digital rell call and classroom management

MyClass
App

Student
Information
System

‘ () meridian |

Ab |ePass



Location and identity driven physical security

.

.

.

2

T

=1

T

2 o
D)}

3 o

i ©
el ©
*%

3

o

X

Physical Security
System

Unlocked

EEEEEEEEEEEEEEE

ClearPass Policy



Protection against lost devices

< Touch ID

€) meridian

Place Your Finger

Lift and rest your finger on the
Home button repeatedly.

Your App Name ClearPass
Please scan your fingerprint to ArUba Beacons at the POIle

verify your identity before leaving

the building with this mobile building perimeter

device.

Mobile‘Device
Management



Architecting for Tomorrow

Cloud
v, Transiormation workshop
~Open standards

Dual venaor
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